NHO®OPMALIMOHHASA TAMATKA

JJISA OBYYAIOIIUXCA 1J1A PASMEINEHUSA

HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX
C kaxIbIM rooM MOJIOACKM B HHTEPHETE CTAHOBUTHCH 00/IbIIE, 2 IMIKOJIbHUKH OJHHM U3
caMbIX aKTHBHBIX NoJib3oBaTeseil Pynera. Mexkay TeM, IOMMMO OrPOMHOIO KOJHMYeCTBA
BO3MO’KHOCTEll, MHTEpPHET HeceT W MNpodJieMbl. JTa NaMATKAa J0JKHA IOMOYb Tede
0e30I1aCHO HAXOAUTHCS B CETH.
KomnbroTepHbie BUPYCHI
KomnbrorepHblii BUPYC - 3T0 pa3HOBHAHOCTH KOMIIbIOTEPHBIX POrPamMM, OTJIHYUTEIbHOMN
0C00EHHOCTBHIO KOTOPOH SIBJISIETCHA CIIOCOOHOCTHh K pa3MHOKeHHI0. B 10mo/iHeHHE K 3TOMY,
BHPYCbl MOIYT TMOBPeIWTh MM IOJHOCTHI0O YHHUYTOXKHUTH Bce (ailjibl U JaHHBbIE,
MOJAKOHTPOJIbHBIC I0Jb30BATENI0, OT MMEHH KOTOPOro ObuIa 3amylleHa 3apaskKeHHas
NporpaMMa, a TaKke NOBPeIUTh MM [a’Ke YHHYTOKHUTH ONEPAIMOHHYI0 CHCTEMY CO
BceMu (aiisiamu B 1mejioM. B 0osbIIMHCTBE ciiyyaeB pPacnpoCTPAHATCSH BHPYChI 4Yepe3
HHTEpPHeT.
MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrpamMM:
1. Ucnonb3yii coBpeMeHHbIe ONEPALMOHHbIE CHCTeMbl, HMeIOIIHe Cepbe3Hblil YPOBEHb
3aIIMThI OT BPEIOHOCHBIX NPOIPaMM;
2. IocTrossHHO ycTaHaBJMBail nmauyTH (UM(PPOBbIE 3aIUIATKH, KOTOpPble ABTOMATHYECKH
YCTAHABJIUBAKTCHA € LeJbI0 JA0PAa00TKH MNPOrpamMMbl) W Jpyrue OOHOBJIEHHSI CBOeW
onepamuoHHoii cucreMbl. CkaunBaii UX TOJbKO ¢ OPUIUAIBLHOIO caiiTa pa3padoTumka
OC. Eciin cymecTByeT pe:KuM aBTOMaTHY€CKOr0 00HOBJICHUS1, BKJIIOYH €ro;
3. Padoraii Ha cBOeM KOMIIbIOTepe MO/ NPaBaMH MOJb30BaTelsl, a4 He aAMMHUCTPATOpa.
JTO He MO3BOJIUT OOJBIIMHCTBY BPEJIOHOCHBIX NPOIPaMM HMHCTA/UIMPOBATHCH HA TBOEM
NepPCOHATBLHOM KOMIIBIOTEpE;
4. Ucnoab3yd aHTHMBHPYCHbIC NPOTrPaAMMHBbIC NPOAYKTHI M3BECTHBIX NPOM3BOAMTEJICH, €
aBTOMATHYECKHM O0OHOBJIEHHEM 0a3;
5. Orpanuyp GpuU3NYeCKUH JOCTYN K KOMIIBIOTEPY I IOCTOPOHHHUX JIUIL;
6. Ucnob3yii BHeIIIHME HOCHTEJIM MH(pOpMannu, Takue Kak duiemika, 1uck uim ¢aiia u3
HHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOYHNKOB;
7. He oTkpbIBail KOMNbIOTEPHbIe (PaMJIbl, MOJYYEeHHbIC W3 HEHAJEeKHbIX HCTOYHHUKOB.
Jaxe Te (paiiibl, KOTOPbIE NMPUCJIAJ TBOH 3HAKOMBIH. JIy4ile yro4HH y Hero, OTIpaBJIsl
JIM OH Tele uX.
Ceru WI-FI
Wi-Fi - 3To He BU/ mepenayu JaHHbBIX, He TEXHOJIOTHSI, 2 BCEro JIMIIbL OpeH, mapka. Eme B
1991 roay HuaepJaHACKas KoMNaHMsa 3aperucrpupoBana Openny "WECA'", w4ro
o0o3Hauyano cioBocoueranue '"Wireless Fidelity", koropsblii nepeBoauTcs Kak
"0ecnnpoBOAHAS TOYHOCTD ' .
/lo Hamero BpeMeHHM JoLLIAa Jpyrass a00peBuarypa, KOTOpasi sBJsieTCS TaKOH ke
TexHoJiorueil. Ito ab0pesuarypa "Wi-Fi". Takoe Ha3Banue ObLIO JaHO ¢ HAMEKOM Ha
cranaapt Bbicuiedd 3BykoBoii TexHuku Hi-Fi, uro B mnepeBoge o3Hauaer ''BbIcokasi
TOYHOCTB''.
Jla, OecruiaTHBI WHTEpPHeT-I0CTYN B Kade, oTeiasix M a’ponoprax siBJsieTC OTJIMYHOM
BO3MO’KHOCTBIO BbIX01a B HHTepHeT. Ho MHOrHe 3KCnepThI CYNTAIOT, YTO 001IeJOCTYIIHbIEC
Wi-Fi ceTH He SABJSIOTCS 0€30MACHBIMU.
CoBeTsbl 10 6€30MaCHOCTH PadoTHI B 001Ie10CTYNHBIX ceTsix Wi-fi:
1. He nepenasaii cBoro JnuHy0 uHGopmanuio yepe3 odmenocrynubie Wi-Fi ceru. Paboras
B HHX, ’KeJIaTeJIbHO He BBOJAUTH MAPOJIM JOCTYNA, JIOTHHBI M KAKHe-TO HOMepa;
2. Ucnosb3yid 1 OOHOBJIAN AHTHMBHUPYCHBbIE NMpPOrpamMMmsbl M Opanamayep. Tem camMbIM Tbl
o0e3onmacumb ceds1 OT 3aKa4YKH BUPYCAa HA TBOE YCTPOICTBO;



3. Ilpn wucnoan3oBanunm Wi-Fi orkmoun d¢ynknuio "OO0mmii aoctyn k ¢aiinam u
npudHtepam". JlanHas @QyHKUMS 3aKpbITa N0 YMOJYAHHIO, OJHAKO HEKOTOpPbIe
N0JIb30BaTe/M AKTHBHPYIOT ee JIsl y100CTBa MCI0/Ib30BaHusl B padoTe nin yuede;

4. He ucnouab3yil myoaumunbiii WI-FI nasi mepemadyum JMYHBIX JAHHBIX, HANIpUMeEP JIst
BbIX0/1a B CONMAJIbHbIE CeTH WM B JICKTPOHHYIO IIOUTY;

5. Ucnoab3yil ToabKo 3ammiieHHoe coequHenue 4depes HTTPS, a we HTTP, T1.e. npu
Ha0ope BeG-apeca BBoAH nMeHHO ""https://";

6. B moOuIbHOM Testeone oTkiaoun pynkuuio "Moakaouenne k Wi-Fi aBromaruueckn'.
He nomyckaii aBroMaTH4yeckoro moakJjw4eHusi ycrpoiicrea k cersm Wi-Fi 0e3 TBOero
corjacusl.

CoumnanbHble ceTH

CouuajibHbIC CeTH AKTUBHO BXOIST B HALIY KM3Hb, MHOTHE JIIOAH PA0OTAIOT U )KUBYT TaM
NOCTOSIHHO, a B Facebook yike 3aperncrpupoBan MUJLJIMap/ YeJIOBEK, YTO SABJISETCH OJHOM
ceIbMOM BcCeX JKUTeJedl ImIaHeTbl. MHorume mojab30BaTe M He MNOHMMAKT, YTO
uHopMmanusi, pa3MelleHHasi MMH B COHHAJBbHBIX CeTHAX, MOKeT ObITh HaiileHa u
HCI0JIb30BAHA K€M YI0IHO, B TOM YHCJIe He 0013aTe/IbHO ¢ 0JIariMU HaMepeHUsIMH.
OcHoBHBIE COBEThI 10 0€30I1ACHOCTH B COLUATBbHBIX CETAX:

1. Orpannub cnmcok apy3eil. Y Te0s B JApY3bAX He [O0JLKHO ObITH CIOYy4YallHBIX H
HEe3HAKOMBIX JIIO/1eil;

2. 3amumai cBoW 4YacTHYK :Ku3Hb. He ykaspiBaii maposau, TeseoHbI, ajgpeca, AaTy
TBOEI0 POXKIEHHUS M JAPYIrylw JU4YHY HHpopmanuio. 310yMBINLUIEHHMKH MOIYT
HCIO0JIb30BATH /1asKe MH(POPMAILMIO 0 TOM, KAK Thl U TBOU POAUTE/IH IVIAHUPYeTe NPOBECTH
KAHUKYJIbI;

3. 3ammuiail cBOIO penyTaluIo - IeP:KU ee B YMCTOTe U 3aaBaii ce0e Bonpoc: xoreJ Obl Thl,
4yTOoOBI Apyrue NoJb30BaTe/]H BH/eJH, YTO Thl 3arpy:xkaemb? [lonymaii, nmpexae yeM 4To-TO
ony0JIMKOBATh, HANIMCATH U 3arPy3HUTh;

4. EciM ThI TOBOPHUIIB € JHIbMH, KOTOPBIX He 3HAelllb, He UCI0JIb3YH CBOe peajibHOe HMS
U APYIYIO JINYHYI0 HHGOPMauK: UMsl, MeCTO KMUTeJIbCTBA, MECTO y4eObl U IIpoyee;

5. N30eraii pazmemenus ¢ororpaduii B UntepHere, rae Thl H300paskeH HA MECTHOCTH, 1O
KOTOPO# MOKHO ONPeeJINTh TBOE MECTOIO0JIOKECHHE;

6. IIpu perucrpanum B cOUATbHON ceTH HeO0XOAMMO MCIOJb30BaTh CJIOKHbIE MAapPOJIH,
cocrosinye U3 OyKB M HM(P U C KOJIMIECTBOM 3HAKOB He MeHee 8;

7. Jasi couMaJIbHOM ceTH, MOYThl U JAPYrHX CAWTOB He00XOAMMO MCHOJb30BaTh pa3HbIe
naposu. Torga eciam Tedsi B3JIOMAKOT, TO 3JI0YMBINUICHHUKH MOJIY4YaT AOCTYN TOJBKO K
0JIHOMY MecCTYy, a He BO Bce cpas3y.

DJIeKTPOHHBIE IeHbI'H

DJIEeKTPOHHbIE [IeHbI'M - 3TO O4YeHb YAOOHBINH cHocod miarexeil, 0AHAKO CYILIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH ACHbIH.

DJIEeKTPOHHbIE JeHbI'M NMOSIBUJIHCH COBCEM HEJABHO M MMEHHO H3-3a 3TOI0 BO MHOIHX
rocy1apcTBax 10 CUX IOP He MPONMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM QyHKIMOHHPYIOT U 0 HUX YyKe NMPONUCAHO B 3aKOHe, I/le UX Pa3lejsioT
HAa HECKOJIbKO BH/JI0B - AHOHUMHbIC M He aHOHUMHbIe. Pa3HUIIa B TOM, YTO AaHOHUMHBIE -
3T0 Te, B KOTOPBIX pa3pemiaercss TMPOBOAMTHL omnepanuu 0e3 HIAeHTHPUKALUH
NMOJIb30BaTeJIl, a B HEAHOHMMHBIX MJIeHTHQUKALMSA NOJIb30BATENsl  SABJSIETCH
00s13aTEJIbHOM.

Taxxe cieayer pa3iuyarhb J3JIeKTPOHHbIe (UATHBIE [eHbI'M (PaBHbI roCyJAapCTBEHHBIM
BAJIIOTAM) H 3JIEKTPOHHbIE He(pUATHBIE IeHbI'M (He PABHBI IOCYAaPCTBEHHBIM BAJIIOTAM).
OcHoBHBIE cOBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMH J1¢HbIAMM:

1. IlpuBsizkn K cyery MOOMJIBHBIA TejedoH. ITO caMblil YAO0OHBIN U OBICTPBIH CIOCO0
BOCCTAHOBHMTB AOCTYN K c4yery. IIpuBsi3aHHbIH TeaedoH momoxer, ecau 3aldyaemib CBOi
IUIATEKHBIN MapoJb UJIM 3ai/Ielb HA CAT ¢ HE3HAKOMOTI'0 YCTPOICTBA;



2. Ucnoan3yii ogHopasoBbie napoJu. Ilociie mepexona Ha yCHJICHHYI0 aBTOPH3aluI0 Tede
yaKe He OyaeT yrpomxaTh ONaCHOCTh KPaKU MJIU NepexBaTa IJIATeKHOI0 IapoJis;

3. BoiGepu cJjioxkHbIi napoJib. [lpecTynHukaM 0yaeT He MPOCTO YraJaTh CJI0KHbIN NapoJib.
Hape:xubple mapoJin - 3T0 NapoJiM, KOTOPbIE COAEPKAT He MeHee 8 3HAKOB M BKJIIOYAKT B
ce0si CTPOYHBbIE U NMPONHCHBbIC OYKBbI, HU(PHI H HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HaK
aoJu1apa, (pyHTa, BOCKJIAMIATeabHbIN 3HaK U T.1l. Hanpumep, $tR0Ong!;;

4. He BBOIM cBOM JINYHBIE IaHHbIE HA caliTaX, KOTOPbHIM He J0Bepsellb.

JJIeKTPOHHAS MMOYTA

DJIEKTPOHHASI MOYTA - 3TO TEXHOJOTHsl M MPeAoCTaBJIsieMble €10 YCIYIH 10 IepecblIKe H
MOJIyYeHHUI0 JIEKTPOHHBIX COO0IIEHNI, KOTOPbIE PaCNPeaeJATCA B KOMIIbIOTEPHOH CeTH.
OObIYHO  3JJIEKTPOHHBI  MOYTOBBIA  SIMK  BBIVIAAMT  CJIeAYHOIMM  0o0pa3oM:
UMS_10Jb30BaTeNd(@uMs_JoMeHa. Takske KpoMme mepeaadd IMPOCTOro TEKCTa, HMeeTcs
BO3MO’KHOCTB IepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI 110 0e30MaCHOI padoTe ¢ 3TeKTPOHHON MOYTO:

1. Hago BpIOpaTh NpaBU/IbHBIN NMOYTOBLIN cepBHC. B HHTepHeTe ecTh OrpOMHBIN BbIOOP
0eCIIaTHBIX MOYTOBBIX CEPBHCOB, OJAHAKO Jy4lle J0BepPATh TeM, KOro 3HAaellb U KTO
NnepBbIi B peiiTHHIe;

2. He yka3piBaii B JMYHOH mouTe JUYHYH HHpopmanuw. Hanpumep, aydme BbIOpaTh
"My3bIKaNbHbIE_(panaTt@" niam "pok2013" Bmecto "Temal3"';

3. Ucnonb3yii ABYX3TAalIHYI0 aBTOPH3ALMI0. JTO KOIJAa NMOMHUMO NAapoJsl HYKHO BBOJHMThH
KOJ1, IpucblIaemMblil mo SMS;

4. BpiOepu ca0xkHBIA NapoJab. JJIsi KaXI0ro mo4yroBOro SIMKAa 0JKeH ObITh CBOW
HAa/le/KHBIH, yCTONYMBBINH K B3JIOMY IIApP0Jib;

5. Eciim ecThb BO3MOKHOCTh HANKMCATH CaAMOMY CBOH JIMYHBIH BONPOC, HCHOJIb3YH 3Ty
BO3MOKHOCTb;

6. Ucnmoub3yii HECKOJBKO NOYTOBBIX AMMKOB. IlepBblii A5 4acTHOH NEPeNUCKH C
ajgpecaTamMH, KOTOPbIM ThI /I0Bepsielllb. JTO JIEKTPOHHBIN a/pec He HAJ0 HCIOJIb30BATH
NPH perucrpanuu Ha ¢popymax u caurax;

7. He oTkpbiBaii ¢ailibl 1 Ipyrue BJIOKeHHS B MHUCbMAX, e eCJIM OHU MPHUILIA 0T TBOUX
apysei. Jlydiie yrouHu y HUX, OTIIPABJISIJIM JIM OHHU TeOe 3TH (ailbl;

8. Iloc/ie oxoHYaHNS padOTHI HA MOYTOBOM CepBHCe Mepe/ 3aKPbITHEM BKJIAAKH € CAHTOM
He 320y1b HaxkaTh Ha "BeriTn'".

KuOepOy/utMHT MM BUPTYaJibHOE U3/1€BaTeJIbCTBO

Ku0epOyJuInHr - mpeciieioBaHue COOOIICHUSIMHU, COACP/KAIUMH O0CKOpPOJICHHs, arPecCcHIo,
3alyruBaHue; XyJHMraHCTBO; COLUAJIbHOe OOMKOTHPOBAHME € IOMONILIO Pa3IUYHBIX
HHTEPHET-CePBUCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KudepOyJIMHIOM:

1. He Opocaiics B 00ii. Jlyummii cnnoco0: mocoBeToBaThCsl Kak ce0s BECTH U, €CJIH HeT TOro,
K KOMY MOKHO 00paTHTbCs, TO BHauyajle yCHoKouThcsi. Eciam Thl HayHemb oTBeYaTh
OCKOpOJICHUSIMU HA OCKOPOJICHHS, TO TOJBKO elle 00JIbIe Pa30KKellb KOH(JINKT;

2. Ynpasasii cBoeil kudeppenyraunmeii;

3. AHOHMMHOCTL B ceTM MHHMas. CymecTByHOT CHOCOObI BBISICHUTB, KTO CTOMT 3a
AHOHMMHBIM AKKAYHTOM;

4. He cTouT BecTH XYJIUIaHCKHH 00pa3 BHpPTyaabHOM xku3HH. UHTepHeT pukcHpyeT Bce
TBOHU J1efiCTBUS U COXPaHseT UX. YIAJIUTH UX OyeT KpailHe 3aTPyIHUTEJIbHO;

5. Coburonaii CBOI0 BUPTYAJILHYIO YeCTh CMOJIONY

6. Urnopupyii enuHU4YHbIH HeraTusB. OQHOpPa30Bble OCKOPOMTEIbHBIC COOOLICHUS JIy4llle
UTrHOpHpPoBaTh. OOBIYHO arpeccus NPeKpaIAeTCsl HAa HAYAJIbHOW CTA/INH;

7. ban arpeccopa. B nporpammax o0MeHa MITHOBEHHBIMHU COOOIIEHUSIMH, B COIMAJIbHBIX
CeTAX eCTh BO3MOKHOCTb OJIOKMPOBKH OTHPABKH COOOLICHUI C ONpeeIeHHBIX apecoB;

8. Ecau TB1 cBHaerenb kuOepOy/uimHra. TBou fAelicTBHs: BBICTYNUTH INPOTHB
npecJjegoBartes, OKa3aTh €My, YTO ero AeiicTBHs OLEHNBAKTCH HEraTHBHO, OJ/IePKATh



JKepPTBY, KOTOPOWl HY:KHA ICHUXO0JOTHYecKash MOMOIIb, COOOIIMTH B3POCabIM 0 (Paxre
arpecCMBHOIO NMOBEJEHUS B CETH.

MoOunbHbIi TesiedoH

CoBpemeHHble cMapT(OHBI M IUIAHIIETHI COAEpP:KAaT B cede BIIOJIHE B3POCJbIN
(yHKIIMOHAJI, M Tellepb OHM MOI'YT KOHKYPUPOBATH CO CTAIMOHAPHBIMH KOMIBIOTEPaMM.
OnHako, CpeACTB 3aIIUTHI JJIS MOJ00HBIX YCTPOMCTB MOKAa 04eHb MaJ0. TecTtupoBanue u
MOMCK YA3BMMOCTEe B HMX NMPOMCXOAHUT He TAK MHTeHCHMBHO, Kak Jis IIK, To ke camoe
KacaeTrcss M MOOMJILHBIX NPUJIOKEHHH.

CoBpeMeHHbIe MOOMJIbHBIE Opay3epbl yike NMPAKTHYECKH JOTHAJTH HACTOJbHbIE aHAJIOTH,
OIHAKO pacimMpeHue (pyHKUMOHAJIA BJjiedeT 3a €000 0OJBIIYI0 CJOKHOCTHL M MEHBIIYIO
3aIIMIIEHHOCTb.

Jajieko He BCe NMPOU3BOJAUTEH BBINYCKAIOT O0OHOBJIEHHUS, 3aKPbIBAIOIIHE KPUTHYECKUE
YS3BHMOCTH /IJI CBOMX YCTPOICTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TeJie()oHAa:

Hu4ero ne siBjsieTcss mo-Hacrosimemy OecmiiaTHbiM. Byab ocTtoposkeH, Beab kKorjga rtede
NnpeaaralT 0ecIVIaTHbIA KOHTEHT, B HeM MOIYT ObIThb CKPbITHI KaKHe-TO IIaTHbIE
YCJIYTH;

Jymaii, npexnae yeMm ornpaButb SMS, ¢oro uiiu Bugeo. Thl TOUHO 3Haellb, Ile OHU OYAYyT
B KOHEYHOM HuTOre?

Heo06xo1umMo 00HOBJISITH ONEPAIIMOHHYIO CHCTEMY TBOEro cMapT(doHa;

HcnoJsib3yii aHTUBHPYCHBIE IPOTPaAMMBbI /11l MOOMJIbHBIX TeJIe(DOHOB;

He 3arpy:xail npmjiokeHHsi OT HEH3BECTHOI0 HCTOYHHMKA, Beb OHM MOIYT COJepPkKaTh
BPEI0HOCHOE MPOrpaMMHOe olecrieyeHue;

Iloce TOro Kak ThI BbIHIeNIb € caiiTa, rae BBOAMJ JUYHY0 HMHPOpManuio, 3alaM B
HacTpoliku Opay3epa u yaajan cookies;

Ilepuoauveckn npoBepsii, Kakue IVIATHbIE YCJIYTH AKTUBHPOBAHBI HA TBOEM HOMepe;
JlaBaii cBOii HOMep MOOWJILHOIO Tesie(pOHA TOJIBKO JIIOAAM, KOTOPBIX Thl 3Haellb U KOMY
JA0Bepsielb;

Bluetooth gos1:xeH ObITH BBIK/IIOYEH, KOT/Ia Thl MM He MoJib3yelibcsi. He 3a0bIBail uHoraa
NMPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UIPBI - 3TO0 KPACOYHbIE, 3aXBaThbIBAaKONIUE Pa3BJIeYCHHS,
00beIMHAIIHE COTHU ThHICAY YeJIOBEK M0 BceMy Mupy. Urpoku uccjienyroT JaHHbIA UM
MHp, O0IIAKTCH APYr C JAPYIrOM, BBINOJHSAKT 33JaHHUS, CPAXKATCH € MOHCTPAMM U
MOJIYYAKT OMNBIT. 32 yI0BOJIbCTBHE OHM IJIATSAT: MOKYNAIOT IUCK, OIUVIAYUBAKOT A00HEMEHT
WK IPUOOPETaT KaKue-TO ONIHH.

Bce 3T cpeacTBa MAYT Ha mNojjep:kaHMe W Pa3BUTHE UIPbI, a TaK:Ke Ha camy
0€30MACHOCTh: COBEPIICHCTBYKTCS CHCTeMbl aBTOPH3aLMH, BBIMYCKAIOTCA HOBbIE MATYH
(uudpoBbIe 3aNIATKH JI51 IPOrPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX HIpax CTOMT ONACATHCH HE CTOJbKO CBOMX CONEPHHMKOB, CKOJbKO KPaKu
TBOEro MapoJisi, Ha KOTOPOM OCHOBAHA CHCTEMA ABTOPU3AIUH 0OJIHIIMHCTBA UTP.
OcHOBHBIE COBETHI 10 0€30MaCHOCTH TBOEr0 HTPOBOr0 AKKAYHTA:

1. Eciu apyroii urpok BeaeT cedsi MJ10X0 MJIH CO31aeT Tede HEMPUATHOCTH, 320JJOKUPYIi ero
B CIIMCKE UTPOKOB;

2. IToxkasyiicss aAMMHMCTPATOPAM UIPHI HA IJIOX0€ MOBEJAECHHE 3TOI0 UIPOKA, ’KeJIATeJIbHO
NMPWIOKUTH KAKHe-TO I0KA3aTeJIbCTBA B BH/Ie CKPMHOB;

3. He yka3piBaii TH4YHYI0 HH(OPMALMIO B PO(aiijie Urpbl;

4. YBaxkaii Ipyrux y4acTHUKOB 110 UI'pe;

5. He ycranaBiuBaii HeopuuuaJabHbIe NATYH U MOJbI;

6. UcnoJuib3yii CJI0:KHBbIE U Pa3Hble NAPOJIN;

7. Jaxe BO BpeMsl UIPbI He CTOMT OTKJ/JIKYATh aHTHUBUpPYC. Iloka THI Mrpaemsb, TBOW
KOMIILIOTEP MOT'YT 3aPa3UTh.



@UIIMHT WIN KPAaXka JUYHBIX JAHHBIX

OO0bIYHOI Kpaeil 1eHer U IOKYMEHTOB CeroiHs y:Ke HUKOIr0 He YAUBHIIb, HO C Pa3BUTHEM
HHTEPHEeT-TeXHOJOTHi 3J10yMBIINLICHHNKH IepeMecTHINCh B HHTEPHET, M IPOA0JIKAIOT
3aHuMAaThCcs "' JIIOOUMBIM'' 1€J10M.

Tak mosiBMJIach HOBasi yIpo3a: HHTEPHET-MOLICHHUYECTBA MM (UILMHI, IJIaBHAsA LeJb
KOTOPOI'0 COCTOMT B MOJY4eHUH KOH(PUACHIHAIBHBIX JaHHBIX 110J1b30BaTeJICH - JIOTHHOB H
naposei. Ha anrimiickom si3pike phishing unraercss xkak ¢pumunr (or fishing - poioHas
JIOBJIsI, password - mapoJb).

OcHoBHBIE coBeThI 10 00pb0e ¢ GUIIMHIOM:

1. Caean 3a cBoum akkayHTOM. Eciam Tbhl mnomo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO He00X0ANMO 320/I0KHPOBATh ee U COOOIIUTH aIMMHHUCTPaTOpaM pecypca 00
ITOM KaK MOKHO CKOpee;

2. Ucnoan3yii Oe3onacHblie Bed-caiiTbl, B TOM 4YHCJIe, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CHCTEM;

3. Ucnoab3yii ciokHble W pa3Hble mapoju. Takum o0pa3om, ecim Tedsi B3JIOMAKT, TO
3JIOYMBILIVICHHUKH MOJIY4aT JOCTYI TOJBKO K OJHOMY TBOeMY NPO(QUIII0 B CeTH, 2 HE KO
BCEM;

4. Ecain Te0s1 B3J10MaJIM, TO HEOOXOAMMO NPeayNpeanuTh BCeX CBOUX 3HAKOMBIX, KOTOpbIE
no0aByieHbl Yy Te0sA B APY3bSX, 0 TOM, YTO TeOsi B3JIOMAJIM U, BO3MOKHO, OT TBOEr0 MMEHH
Oy/eT pacchblIATBCS CIIAM H CChIIIKM HA (PUIIIMHIOBbIE CAWTHI;

5. YcranoBu Haje:xHbli napoib (PIN) Ha MmoOuabHbIN TesneoH;

6. OTKJII0YH cOXpaHeHHe apoJisi B Opaysepe;

7. He oTkpbiBaii (pailjibl ¥ Apyrue BJIOKEHUS B MMCbMAX, AaKe eCJIM OHHM NPUIIN OT TBOMX
apy3eii. Jlyuiie yro4Hu y HUX, OTIPABJISJIM JIA OHHM Tede 3TH (pailibl.

Hudposas penyrauus

Hudposas penmyranus - 3T0 HeraTHBHAs WM NO3UTHBHAas WH(OpMauus B ceTH O Tede.
Komnpomerupywomas uHpopManus, pasMellleHHass B HMHTepHeTe, MOKeT Cepbe3HbIM
0o0pa3omM OTpa3uThCA Ha TBOell peaabHoi xu3Hu. "'lludpoBas penyramus' - 310 TBOM
UMUK, KOTOPBIi (hpopMupyercs u3 nHGopmanum o Tede B MHTEpPHeTe.

TBoe MecTO JKMTEJBCTBA, Y4eObl, TBOE (PMHAHCOBOE I0JIOKEHHE, 0COOCHHOCTH XapaKTepa u
pacckasbl 0 0JIM3KHUX - BCe 3TO HAKAIJIUBAETCS] B CETH.

MHorue nogpoCTKM JerkOMbICICHHO OTHOCATCH K NMYOJHMKANMH JUYHOH MHPOpMAIMHU B
HNHuTepHeTe, He MOHUMAasi BO3MOKHBIX nocjeAcTBUil. Thl qaxke He cMoOXkKelIb 10TraaThes O
TOM, 4TO oTorpadusi, pasMelieHHas S JeT Ha3aj, CTAJ1a NPUYUHON 0TKA3a NPUHATH Te0s
Ha padory.

KommenTapun, padmemenne teoux ¢ororpadmuii u Apyrue neiicTBust MOryT He HCYE3HYTh
JaKke MocJje Toro, Kak Thl UX yAaJuiib. Thl He 3Haelllb, KTO COXPaHWJI 3Ty MHopMaLuIo,
MONAJIA JIM OHA B MIOUCKOBbIE CHCTEMBbI H COXPAHWJIACH JIM OHA, A TVIABHOE: YTO OAYMAIOT 0O
Te0e OKpYy:Kalolue JIIOAU, KOTOpble HAlAYT U yBUAAT 3T0. HaliTn nHopManmo MHOro Jj1er
CIIYCTSI CMO’KeT JII00OH - KaK U3 A00pbIX NMO0y:KAeHHMH, TAK U ¢ HAMEPeHHeM NPUYMHHTH
Bpe/l. ITO MOKeT ObITh KTO YTOJHO.

OcHoBHBIE COBETHI 110 3a1MTe NM(PPOBOH penyTanuu:

1. Ilopymaii, mpexae 4eM 4YTO-TO NMyO/JIMKOBATHL U IepeaaBaTh y cedsi B Ojore uiud B
COIMAJIBHOM CETH;

2. B Hacrpoiikax npodguis yCTAHOBH OTPAHMYEHHUS] HA NMPOCMOTP TBOEro Npopuist U ero
CO/IePKUMOT0, CAeJIall ero ToJbKO "1Js Apy3ei'';

3. He pasmemaii u He yka3piBaii HH(OPMALUIO, KOTOPAsi MOXKET KOro-audo OCKOpOIATH
WJIH 00MKATD.

ABTOpCKOE PaBo

CoBpeMeHHBIC IIKOJbHHUKHM - AKTHBHBbIC MO0JIb30BaTeJ M HUGPPOBOIr0 IPOCTPAHCTBA.
OaHako Jajeko He Bce 3HAKT, YTO NMOJb30BAHHE MHOTMMM BO3MO:KHOCTSIMU HH(POBOro
MHpa TpedyeT CO0II0ieHUs] IPAB HA HHTE/VICKTYAJIbHYI0 COOCTBEHHOCTD.



TepmuH '"HMHTe/NVIEKTyaJIbHAsi COOCTBEHHOCTB' OTHOCHTCA K Pa3JMYHBIM TBOPEHUSIM
YeJI0Be4YeCKOro yma, Ha4YUHAsi C HOBBIX M300peTeHHil M 3HAKOB, 0003HAYAIIIHX
COOCTBEHHOCTh HAa NPOAYKTHI W YCJAYIW, W 3aKAHYUBasi KHUramu, Qororpadusimu,
KHHOPUIbMAMH U MY3bIKAJbHBIMU NPOU3BeIeHUSIMU.

ABTOpCKHE NpaBa - 3TO NPAaBa HA HHTE/UIEKTYAJIbHYI0 COOCTBEHHOCTh HA NPOU3BEICHUS
HAYKH, JUTEPATYPbl U HCKYCCTBA. ABTOPCKHE NMPaBa BBICTYNAKT B KayecTBe IrapaHTUH
TOr0, YTO MHTEJJIEKTYAJIbHBII/TBOPUYECKUI TPy aBTOpPa He OyaeT HaNmpacHbIM, 1aCcT eMy
crpaBe/lIUBble BO3MOKHOCTH 3apafoTaTh Ha pe3yJbTaTax CBOero TPYAa, MOJYYHThb
H3BECTHOCTH M npu3Hanue. HUKTO 0e3 pa3penieHnsi aBTOpa He MOKeT BOCIIPOM3BOINTH €ro
Npou3BeeHune, PacCnpoOCTPaHSTD, nyoJIn4Ho AE€MOHCTPHPOBATD, NpoiaBaTh,
HMIIOPTUPOBATh, NMYCKATh B MPOKAT, MYOJUYHO HCHOJHATH, MOKA3bIBATH/UCHOJHATH B
3¢upe uiau pazmemiats B UHTEpHETE.

Hcnonb3oBanue '"'mupaTckoro' mporpaMMHOro odecnedeHusi MOKeT NPHUBECTH K MHOTHM
PHCKaM: OT MOTEPH JAHHBIX K TBOMM aKKAYHTaM 10 OJIOKHPOBKH TBOEro ycTpoiicTBa, rie
YCTAaHOBJIeHA HeJerajbHasi nmporpamma. He croutr Takike 3a0bIBaTh, YTO CYHIECTBYHOT
JierajibHble U 0ecliaTHbIE IPOrPaMMbl, KOTOpPbIe MOKHO HATH B CeTH.

O nopraJjie

CereBH4OK.p(p - TBOH TIJIaBHBI COBETYHMK B CeTH. 3JeCh Thl MOKellb Y3HATH O
0e30I1aCHOCTH B CeTHM IMOHATHBIM M [JOCTYINHBIM f3bIKOM, a IIPHM BO3HUKHOBEHHM
KPUTHYECKOH CUTyalluu OOPaTUThCH 32 COBETOM. A TaK e NPHHATH Y4acTHe B KOHKYpcax
U CTATh CaMbIM HU(POBBIM I'PazkIaHUHOM!



